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This year has seen a raft of stringent US and EU sanctions against Russia and Ukraine, 
together with the largest fine in history for sanctions violations, which was imposed 
on BNP Paribas in June. GIR invited five leading practitioners to discuss how private 
practice lawyers and in-house counsel should navigate an ever changing enforcement 
landscape. By David Vascott and Marieke Breijer.
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Barbara Linney: The recent escalation of Ukraine-related sanctions provides an excellent 
opportunity to consider key trends in sanctions implementation and the resulting 
compliance challenges for multinational businesses. In some respects, governments have 
utilised previously established methodologies, while at the same time utilising certain novel 
approaches that foreshadow new and emerging trends.

We’ve seen a tremendous amount of consultation and coordination on sanctions, 
particularly between the EU and the United States in respect of Ukraine-related 
programmes, but that coordination has not resulted in uniformity. Multinational 
businesses are still confronted by different rules in different jurisdictions in which they do 
business. The increased coordination and the simultaneous announcement of the 
sanctions by multiple jurisdictions is causing a lot of confusion in the international business 
community because there is an impression that everybody is linked at the hip and doing 
things the same thing way.

In the US, we’ve also seen a lot of consultation and coordination among the various federal 
agencies to a somewhat unusual degree. We’ve seen deployment of export controls 
alongside the traditional OFAC [US Office of Foreign Assets Control] sanctions and we’ve 
seen the implementation of dual-use controls in addition to the typical arms embargoes 
that the State Department will implement through the Directorate of Defence Trade 
Controls. On the dual-use side, which is of course administered by BIS [US Bureau of 
Industry and Security], there are licence requirements and policies of denial. Some of these 
apply irrespective of end use, but controls on some of the items do impose an obligation 

Page 2 of 19Sanctions roundtable – Global Investigations Review – GIR

11.11.2014http://globalinvestigationsreview.com/article/1919/sanctions-roundtable



on exporters to determine the end use of items before exporting to Russia, and that 
requirement applies and triggers licensing requirements even if the exporter is unable to 
determine the end use.

The other thing that BIS has done is employ additions to the entity list, which is a list of 
persons who may not be involved in transactions involving exports and re-exports, and 
transfers of items subject to the EAR [Export Administration Regulations] in the absence of 
a licence issued by BIS. However, the most recent round of sanctions adds a number of 
companies in the Russian energy sector to the entity list but subjects them only to, in effect, 
end-use controls that are very similar to the end-use restrictions we saw placed on a 
specific list of commodities back in August, when the first end use restrictions were 
announced. So that’s an unusual use of the entity list.

On the one hand, the agencies are obviously trying to focus on very targeted policy 
objectives, but on the other, the more targeted you become, the more different 
methodologies you have in play and the more difficult it becomes for businesses to comply 
because there is so much more out there that they have to try to understand.

Another policy that’s evolved and that has posed a lot of challenges from a compliance 
standpoint is the evolution of OFAC’s so-called 50 per cent rule, under which OFAC has 
traditionally taken a position that any entity that is owned or controlled 50 per cent or 
more by a designated person (that is, an SDN [specially designated national] or a blocked 
person), is itself blocked and must be treated as such by US persons even if that entity is 
not itself listed on the SDN list.

In mid-August, OFAC changed its position with respect to aggregation of ownership 
interests. It used to be the case that you had to have one blocked entity that owned 50 per 
cent or more. But they will now look at that on an aggregated basis, and if one or more 
blocked persons own 50 per cent or more of an entity, then that entity must be treated as 
blocked. And as you can imagine, even under the previously existing policy which has been 
around for several years now and has been incorporated into several of the formal 
regulations – including the Ukraine-Related Sanctions Regulations – it is very difficult for 
folks to ascertain information about the ownership of a privately held entity. It’s bad 
enough if you’re trying to find out about one large holder of ownership interests, but when 
you have to take into consideration the aggregation of multiple interests in an entity, you 
could be placed in a position where you would have to be trying to do due diligence on 
most, if not all, of the owners of an entity. That requires a very high standard of care and 
probably poses some enforcement issues as well, which other participants in today’s round 
table will be talking about later.

Finally, another new trend is the so-called sectoral sanctions that the United States has 
implemented in relation to the Ukraine-related programme. The terminology is very 
confusing for business people who are trying to comply with these sanctions because the 
sectoral sanctions terminology was originally utilised in a secondary sanctions context – 
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principally the Iran sanctions programme, where you saw a lot of legislative and other 
efforts targeted at foreign persons and their involvement in various sectors of the Iranian 
economy.

Here, it really is a list-based programme – and OFAC has created yet another list called the 
Sectoral Sanctions Identifications List (SSI) – but it stops short of being a blocking 
programme, and thus the need to separate this list from the SDN list arises. But once a 
party is listed, depending upon the directive under which you’re added to the Sectoral 
Sanctions Identifications List, different prohibitions apply and so you’ve got everything 
ranging from debt and equity restrictions under directive 1 through to certain types of 
participation in various sectors of the Russian energy industry under directive 4.

So the end result here, while trying to implement a very targeted programme, has been a 
multiplicity of lists and approaches. In addition, it can no longer be said that sanctions and 
export controls are two different things, if they ever really were.

Peter Flanagan: You’re exactly right. The Russian/Ukraine sanctions mark a shift in policy-
making, both by the pure sanctions authorities and as the sanctions authorities work with 
other agencies responsible for trade controls and with agencies in other jurisdictions. It’s 
also interesting that we’ve seen a set of US executive orders issued early on in the 
sanctions programme with a framework for sanctions, but only implemented in a more 
incremental way as those authorities were rolled out through directives based on 
developments on the ground. That’s a different approach than we’ve seen previously where 
one might see a comprehensive set of sanctions up front and then incremental use of the 
general licences and other authorities.

Barbara’s comments about the evolving 50 per cent rule, aggregation, and the Entity List 
are also very interesting. OFAC is focused on the 50 per cent ownership test for purposes of 
the Russia/Ukraine sanctions, and the guidance that is now available from the Commerce 
Department refers to entities that controlled by Entity List parties. So we may have an 
emerging difference in standards about affiliated entities.Companies need to be concerned 
about doing business with a party that may not be listed, but may have connections to a 
targeted party. That’s a particularly heavy burden, especially given the nature of the 
sectoral sanctions.

In the financial services area, it’s especially difficult for companies that may be engaged in 
transactions involving what qualifes as ‘new equity’ that may relate to one of the targeted 
parties. How you get behind the ownership structure in what might be an open market 
transaction is, I think, a very tall order. The expectations that have come with aggregation 
and the 50 per cent rule are quite hard to meet in some of the financial services 
transactions to which they apply.
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Charles Steele: These sanctions and remedies, collectively, can be remarkably 
complicated. For the OFAC sectoral sanctions, the limitation on extending new equity 
applies only to the financial services sector, whereas the limitation on extending new debt 
applies not only to the financial sector but also the companies in the energy and defence 
technology sectors.

If you don’t read the OFAC directives carefully you can miss some fine points. You need to 
be aware of what all the authorities are doing, and cognisant of the fact that sanctions are a 
tool of foreign policy and national security policy, intended to enable governments to 
respond to and shape behaviour around geopolitical events. Governments, when they 
implement economic sanctions, are trying to advance their foreign policy and national 
security policy goals, first and foremost. I don’t want to say they don’t give any thought 
ahead of time to the impact of sanctions on business, and how difficult it can be for 
companies to comply with sanctions, but that is not their principal concern. The most 
important thing, I think, from the government’s standpoint, is to do what they can do as a 
government to advance their policy interests. So, companies are largely left to figure out for 
themselves how to comply.

Barbara mentioned the increased coordination among the US agencies. A point that cannot 
be overstated is how complicated that is, and how difficult it can be for US agencies to 
coordinate with each other in the sanctions context. One reason is that the agencies have 
different authorities, often based under different statues – for example, OFAC’s authority is 
civil, while the Justice Department’s is principally criminal – and sometimes, people in one 
agency or department really don’t fully understand the authorities and priorities of the 
others. So, it can be very hard for the agencies and the departments to work through these 
things in a truly coordinated fashion. That puts a premium, frankly, on lawyers representing 
companies under investigation by multiple agencies factoring those difficulties into their 
work and their advocacy.

On the 50 per cent rule that we’ve heard so much about, there’s also the issue of the 
‘cascade effect’. If I’m a blocked person and I own 51 per cent of Company A, then Company 
A is automatically blocked by virtue of my ownership interest, even if Company A is not 
itself on the OFAC list. And then if Company A owns 51 per cent of Company B, then OFAC 
would also consider Company B blocked on the basis of Company A’s ownership interest. 
And then if Company B owns 51 per cent of Company C, then C is blocked, and so on down 
the line.

Barbara Linney: OFAC has said that this 50 per cent rule is going to apply to the Sectoral 
Sanctions Identifications List as well. Obviously this list is not a blocking list, and so in this 
context, application of the rule means that if a listed entity owns 51 per cent of another 
entity, that entity must be treated by US persons as subject to the same sectoral sanctions 
that its 51 per cent owner is subject to. OFAC has issued Q&As on the 50 per cent rule that 
provide some guidance on how it might apply to the sectoral sanctions area. And, by the 
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way, BIS also applies an ownership and control analysis in determining whether 
subsidiaries of entity list companies must be treated as subject to the same licensing 
requirements and policies of denial.

Charles Steele: Am I right that the 50 per cent rule and the aggregate ownership rule apply 
to the traditional SDN list, and also to the new Sectoral Sanctions Identifications List, but 
there’s no crossover? So if two parties on the SSI list own 26 per cent each of another 
company, then that company is treated as an SSI, but not as an SDN?

Peter Flanagan: That’s exactly right. And there are questions about mixed ownership and 
how you treat parties that may be designated for different reasons under different 
programmes. OFAC has also said that in some programmes – Cuba is one example – the 
standard is based on control, so that goes beyond just 50 per cent ownership and actually 
applies a control standard. That creates a complexity for companies trying to establish 
compliance policy even across OFAC sanctions programmes.

Barbara mentioned that the US and the EU have tried to be more coordinated here, but 
there are still differences in the sanctions lists for Russia. There are parties that are 
targeted for different reasons, and for some time the EU had a concept of technical 
assistance that did not match what our export control requirements embody. That’s now 
been cleaned up by the services prohibition in the Russian sanctions most recently 
implemented by OFAC, but there are still challenges for multinational companies that may 
be headquartered in Europe and employ significant numbers of US persons, or that utilise 
significant amounts of US origin items and US technology in their business in Russia. They 
need to be thinking about the application of the overlapping application of these rules.

One of the key challenges multinational companies face in light of US sanctions is how to 
understand and address the restriction on “facilitation”. Simply put, this is a prohibition on 
activities by US persons, wherever located or employed, if those activities may facilitate 
transactions involving sanctioned markets, parties or products that a US person couldn’t 
undertake directly. This is a challenging prohibition, and I think it’s one that applies across 
the various programmes. It’s also a challenge that has several dimensions.

First, companies need to be able to spot where this facilitation programmes applies, how it 
operates and the source of the prohibition, because the terms of the sanctions vary from 
programme to programme, as Barbara noted. In a few of the sanctions programmes, 
notably Iran and Sudan, OFAC has expressly stated a prohibition on facilitation in the 
regulations, and that makes it pretty manageable. But in other programmes, the ban on 
facilitation is implemented through different restrictions – sort of an implicit prohibition 
that is read into other sanctions concepts.
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It may be a ban on services for or involving the target of sanctions, or a prohibition on 
evasion or avoidance of sanctions restrictions. We see both of these prohibitions in the 
Russian sanctions Barbara was discussing that target the energy and financial services 
sectors. In this area of sanctions, the facilitation concept is really expressed through a ban 
on services. Also, this same concept can be lurking in a broad prohibition on dealing in 
property in which a sanctions target has an interest.

The second challenge I wanted to flag is understanding how the facilitation prohibition 
applies to management and the overall direction of multinational companies. It’s absolutely 
clear that individual US persons who serve as directors or in the executive management of 
non-US companies that may be permissibly engaged in dealings with sanctions markets 
under local law cannot be involved in decision-making or in other kinds of support or 
strategy for these activities. These directors and senior managers have to recuse 
themselves from all activities and deliberations involving the target sanctions. A number of 
multinational companies are facing this very issue in the context of the new Russian 
sanctions where we have a prohibition on services. These sorts of recusal arrangements 
ideally should be set out before an issue arises for consideration involving the sanctioned 
market.

A third challenge that arises in considering the facilitation prohibition is how it applies in 
the field; what sort of involvement can individual US nationals have in the day-to-day 
business activities that might touch on sanctioned country business. The short answer is: 
not much at all, apart from advising on legal compliance or mere clerical support. Even if 
the US national is not in a supervisory role, he or she may not have an operational or 
support function in this business. I think the OFAC guidance on the Russian sanctions 
makes clear that the prohibition on services extends not just to technical services but 
management services, which is an interesting expression of the prohibition.

Next, there is the challenge of considering how facilitation applies to enterprise-wide 
services in areas like IT, logistics, insurance and finance. Increasingly, businesses are 
seeking to centralise these sorts of core functions to manage and control risk for their 
global operations. But where these sorts of services – IT or logistics, for example – are 
supplied from the US or by a US entity, the facilitation risk can be quickly triggered. 
Centralised inventory management functions that are run from the US, IT databases that 
manage global business from the United States, or insurance coverage that derives from a 
US parent – all of those can bring the US parent impermissibly into the affiliate’s offshore 
business.

A final challenge to consider is how multinational companies consider corporate policies in 
the area of sanction markets, and when those deliberations lead to the territory of 
facilitation. OFAC has expressly indicated that if the US entity changes its policies and 
procedures specifically to permit a transaction to proceed with the sanctioned market or 
party, that’s presumptively facilitation. So if a US person would ordinarily need to approve a 
new venture in a sanctioned market, but you waive that requirement, that’s facilitating the 
transaction. But what if a US-headquartered company applies a policy that goes beyond 
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what the law requires and prohibits all dealings by affiliates abroad with sanctioned 
markets, even where US persons might not be involvedi? When, if ever, can that company 
revisit the policy and revert only to local law? If that reconsideration of policy anticipates an 
easing of sanctions, as we see potentially coming in Iran, is that a problem? Is it only when 
there’s a particular transaction looming? This is a complicated area for companies that are 
trying to adopt global policies and that reasonably want to revisit those policies over time.

Nicolas Bourtin: I too have been puzzled by the facilitation requirement. In addition to the 
challenges you mentioned, one other challenge that I’ve seen it cause is the creation of 
silos, especially among compliance and legal staff in the United States. In some of the 
investigations we’ve done regarding historical compliance with OFAC, we’ve seen 
companies that are so afraid of even talking about the issues they’re facing with US staff 
that they just cut them out completely. Sometimes, even with the best of intentions, you 
end up with staff in the United States who are completely in the dark, and when they are 
interacting with the US agencies, either OFAC or the regulators or other government 
agencies, they’re not up to speed on what’s happening elsewhere, and the company can 
put itself in a worse position. These rules are incredibly difficult for a non-expert to 
understand.

Barbara Linney: Yes, and I think that a lot of the difficulty around these rules relating to 
facilitation is a function of the way in which that concept evolved over time. If you look back 
20 years, most of the sanctions programmes were blocking programmes that blocked the 
entire government of a country and the nationals of that country, and of course, as we all 
know, the concept of blocking is one that OFAC interprets in very, very broad way to 
prohibit any type of dealings whatsoever, direct or indirect. So in OFAC’s view prohibited 
dealings included facilitation and approval and assistance, and any other type of activity 
that a parent company might be involved in. But then, when we began to have 
programmes that at least in their initial iterations were not blocking programmes, such as 
the Iranian programme – and I’m talking now about the one that was implemented in the 
mid-90s, not the prior Iranian programme – then it became necessary to have these 
separate provisions because you had to lay out everything separately. You couldn’t import, 
you couldn’t export, you couldn’t provide assistance and you couldn’t facilitate and so on.

And then we went through a period of time where the facilitation rules were expressly 
included in some regulations but not others, and as Peter said, you had practitioners 
coming to the table and saying, well look, these regulations prohibit facilitation but the 
other regulations don’t – what’s behind that and is there a difference that we need to 
discern here? People who’ve practised in this area for a long time are familiar with that 
history, but for business people who try to read the regulations and are not familiar with 
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that history, it can be very, very puzzling. All those principles about statutory and regulatory 
interpretation that we learn in law school have very little application, particularly in the 
national security context.

Charles Steele: Nic, when you say it’s hard for non-experts to navigate these rules you’re 
absolutely right, but they are also hard for specialists to navigate. One reason is that, with 
one exception involving the Cuba sanctions, OFAC does not have to go through any third-
party judicial process to implement its regulations or to enforce them, and so there is no 
common law of OFAC enforcement, unlike, for example, the criminal justice arena.

“Facilitation” is a very good example of this. The term is not formally defined in OFAC’s 
regulations, and as a practical matter, OFAC will be the decision-maker as to what the term 
means in a given case, unless someone takes them to court over it. And OFAC will, it’s safe 
to assume, broadly interpret all the terms in its regulations, both defined and undefined.

Peter Flanagan: Nic’s comments about the impact of the facilitation rule, or the fear that it 
sometimes engenders, is also notable. There is a risk that you drive non-US entities away 
from the best sources of compliance advice for fear of triggering a prohibition on 
structuring or restructuring transactions to avoid the sanctions. This is complicated 
territory, and US persons certainly need to be mindful of the restrictions on evading or 
avoiding applicable sanctions prohibitions through their advice.

There is also a question that we have encountered about how to ensure compliance with 
applicable law. There is an exception to the facilitation prohibition for advice by US persons 
on the sanctions prohibitions. But what about anti-corruption rules? What if your expert on 
sanctions also happens to be your leading light on anti-corruption rules? Can it be right that 
the US person shouldn’t be involved in a business transaction enough to understand 
whether a non-US company is going to get into hot water from a corruption perspective? 
Well, that seems to have perverse results.

Nicolas Bourtin: I want to step back and address a broader concept. It applies to 
sanctions, but it’s also particularly acute in the area of sanctions. Namely, how prosecutors 
prove intent by a company or a person, and the differences between them. Obviously the 
enforcement climate in the US right now is, as everybody knows, an incredibly challenging 
one for big companies and especially financial institutions. One message we keep hearing 
is that there hasn’t been sufficient individual accountability: that companies are paying big 
fines but the actual people who are committing the offences are going unpunished. This 
has led to commentators, Congress and even the courts to note this perceived disparity 
and to ask for an explanation. It has even led people to say that there must be some 
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structural flaw in our justice system that has resulted in a dearth of individual prosecutions. 
And the agencies are reacting and talking about greater individual accountability going 
forward.

If you look at recent history, since 2005 there have been, by my count, eight financial 
institutions, all foreign, that have been prosecuted criminally for sanctions violations, with, 
of course, related civil and regulatory actions brought at the same time. The penalties have 
been incredibly high and they’re growing – to date, approximately US$15 billion in fines 
have been imposed, including some very high ones recently. But to date, no individual has 
been charged criminally or civilly in connection with any of the cases that I’m talking about. 
So that’s a pretty stark difference when we think about the level of punishment that has 
been meted out against companies and yet no individuals have been charged.

People are asking how that can be. There are certainly a lot of reasons, some of which are 
particular to sanctions. One is that the conduct tends to be historical and, in some cases, 
many years in the past, and the cases tend to take a long time to investigate. So you add 
that together and statutes of limitations frequently run out before individuals can be 
charged. Companies, in contrast, are often asked, and often agree, to toll statutes of 
limitations.

Second, much of the conduct in these types of investigations takes place abroad and the 
individuals who would be the putative defendant are very often not US persons, so they 
have particular legal defences to the application of OFAC against them that perhaps their 
employers with a presence in the United States do not. And even if the individuals are 
technically within the jurisdiction of the statute or arguably could be, they can be difficult to 
subpoena or otherwise to extradite or prosecute effectively.

Also, sanctions violations tend to happen among the lower level employees of the bank. 
Unlike accounting violations or offences that often involve senior management, it’s often 
operations employees or employees at customer-facing retail levels, and so it may be that 
they have not posed very attractive targets for prosecutors to go after.

Charlie has pointed out to me that OFAC itself has a general policy of not charging 
individuals even though it possesses the authority to do so.

If you read the settlement papers and what’s in the public record about some of these big 
cases, there are allegations in the charging documents, including in the statement of facts, 
that do make out or at least allege criminal conduct by individuals. It may be that those 
persons avoided prosecution for some or all of the reasons that I’ve talked about.

But there’s also another reason that gives rise to this difference in the treatment of 
companies and individuals, and that’s the doctrine of collective knowledge. It goes at least 
as far back as 1987 with the Bank of New England case from the First Circuit Court of 
Appeals. It was an anti-money laundering case involving a failure to file currency 
transaction reports, but the court held that the bank’s knowledge – a company’s knowledge 
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– is the totality of what its employees know within the scope of their employment, and that 
intent could be found based on what the court called “flagrant organisational indifference” 
as to the company’s legal responsibilities. And it’s an incredibly broad assertion. It actually 
hasn’t held up too well over the years to legal challenge, and most of the time when courts 
have had occasion to look at this collective knowledge doctrine, the Bank of New England 
theory, they have tended to limit it or abrogate it. But it nevertheless continues to be 
popular among prosecutors and enforcers for obvious reasons. But it is a pretty 
remarkable idea that a company can be held to have acted with criminal intent – or, in civil 
settings, to have acted wilfully – without there being at least one employee to whom you 
can make the same assertion.

In my own view, it is at least debatable, logically and legally, as to whether that doctrine 
really works. At least one scholar, Jennifer Arlen, a professor at NYU, has written on this, 
and she’s offered the opinion that collective knowledge may work in areas such as anti-
money laundering and sanctions, because there the law puts the burden on the company 
as a whole – it imposes a diffuse obligation to comply with legal and regulatory 
requirements. So the argument goes that, because only collective action by the company 
can comply with the law through an internal framework of various functions and 
responsibilities, knowledge and intent will always be diffuse across a company, therefore it 
is fair to aggregate it this way. And that argument has some persuasive force. Companies 
that engage with enforcement agencies and prosecutors on this issue need to be cognisant 
of that view.

I think it still blurs the line between regulatory requirements and the concept of criminal 
intent, which US law has always recognised as being something very different. I don’t think 
it’s true that simply because AML or sanctions compliance requires a framework within a 
company involving lots of employees, then you’ll never have a case where an employee can 
be prosecuted for wilful conduct. As long as you can show that an individual wilfully 
disregarded his or her obligations within the larger overarching compliance programme, I 
think a prosecutor could make out criminal charges.

So, going back to the question I started with – why companies are prosecuted so much 
more frequently for sanctions violations than individuals – it may be that all the 
commentary is looking at it from exactly the wrong way. It may be that the structural 
problem here is not that it’s too difficult to prosecute individuals; it may be that it’s too easy 
to prosecute corporations using theories like collective knowledge.

There is certainly an argument that applying standards such as these permits prosecutions, 
be they civil or criminal, based on lower quantum and lower quality of the evidence than 
our criminal justice says should be the case. And again, if ever there were an area of the 
law that highlights this disparity between the challenge of proving intent against an 
individual and against a company, I think the sanctions area is it.
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Charles Steele: Just to second some of what Nic said: OFAC does “aggregate”, if you will, in 
the sense that he mentioned – so, when it brings an action against an entity, how does it 
determine the level of state of mind or knowledge of the entity? As he said, they 
“aggregate” the levels of knowledge of the various people who were involved in the matter, 
and attribute that to the organisation. And the higher up the org chart you are – for 
example, if you’re a senior level person or a senior level manager – OFAC will give more 
weight to your level of knowledge or intent than if you are a low-level manager or front-line 
employee.

I don’t think OFAC has ever stated this as official policy, but it’s clearly been a policy choice 
that OFAC, with very few exceptions, has not brought enforcement actions against 
individuals – rather, it brings actions against entities, such as companies and banks. And 
the reason echoes your point: the sanctions and anti-money laundering laws put the 
compliance obligation on the organisation, and OFAC is trying to enhance awareness of 
and compliance with the sanctions and the regulations. It doesn’t do much to advance 
those goals if they hit John or Jane Doe, the senior manager or CEO, with a penalty, and 
then they resign and and go on their way. OFAC achieves its enforcement and compliance 
goals by acting against organisations, and therefore creating a deterrent effect for other 
organisations.

Barbara Linney: If you make a comparison between the anti-corruption context and the 
sanctions compliance area, the very good points that Nic has shared with us probably have 
led to the phenomenon that Charles mentioned earlier, which is that there really isn’t any 
common law out there that lends interpretation to these sanctions regulations.

On the anti-corruption side, we’ve seen a tendency among companies – because they’re not 
facing potential jail sentences – to look at the process on a sort of cost-benefit basis, to 
recognise that there’s been a mistake made and that it’s going to be expensive one way or 
the other and it’s better to come to a settlement agreement and resolve the matter and 
move on. That’s a very different mindset than the mindset of an individual who would be 
facing imprisonment.

So in the anti-corruption context we’ve seen cases where the individual defendants have 
been much more likely to defend the charges, and these cases have generated some case 
law that interprets the statute. However, because of the way that the sanctions area has 
evolved in terms of the administrative process and with very little ability to get in front of a 
court, you don’t have the benefit of a few people who have stood up to enforcement and 
argued the interpretation of the regulations and led to some case law that could be helpful 
to the rest of us as we try to decipher what it all means.
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Marc Henzelin (//globalinvestigationsreview.com/people/wwl/41499/marc-henzelin): 
We are talking about the differences of interpretation between OFAC and the DoJ – two 
administrations located in the same town, whereas in Europe we have a European Union, 
we have 27 states with different sets of legislation and directives that apply to states and 
not to individuals or companies, and there are regulations that apply directly to individuals! 
Two trees on one side of the Atlantic; a jungle on the other.

The sanctions are imposed by the European Union against a state that has 144 million 
inhabitants, which Europe has made tremendous effort to bring into an integrated 
economy for the last two decades. There are 6,200 German companies working in Russia. 
There are companies like ENI in Italy that are heavily involved, and this is only to speak 
about the countries of the European Union. But what about countries that are not even 
members of the European Union but which have huge interest in Russia, such as Norway, 
with companies like Statoil; or Turkey, which is very close to Russia, and even closer to the 
Crimea? You have countries like Serbia; orthodox countries that always keep very close to 
the Russians. Even within the European Union you have countries like the Czech Republic 
or the Slovak Republic that are heavily dependent on Russian gas and that had said one 
week before the new sanctions were decided that they would put a veto against all 
sanctions decided in the European Union.

So the emphasis of all these “little” disputes and differences between OFAC and DoJ in 
Washington looks a little bit strange from Europe when you see the diversity of the systems 
that will have to apply these sanctions, with different economies, different state interests, 
and legislations that are completely different. Even states like France have heavy interests – 
national state interests – to continue the business, even military business, with Russia. 
France was supposed to deliver to Russia two aircraft carriers. Now the European Union 
and European States are quite afraid of the Russians–Ukrainian developments – 
particularly certain countries like Poland and the Baltic States – so everybody really wants 
Russia to stop what is happening in Ukraine. But what if Ukraine and Russia start 
discussions and the situation calms down?

I’m afraid that in the close future, if the potato gets a little less hot, the sanctions will lack 
the teeth within the European states and it will be extremely difficult to enforce these 
sanctions because there is no precedent like that. It’s like if the US were prevented from 
doing business with Canada, or with Latin America almost. It’s this kind of relation and size 
we are talking about. It is easy to impose sanctions against states that are almost non-
existent, or rogue states like Sudan or Syria – but here we are talking about a massive 
relation.

I don’t know how it could work. I’m afraid that with time passing it would be extraordinarily 
difficult with the implication of different legislation, state interests and lack of coordination 
between law enforcement authorities to enforce these sanctions. Maybe I’m pessimistic, 
but I come from Switzerland, which has clearly declared that it will not apply European 
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sanctions [Switzerland is not part of the European Union] even though it passed legislation 
to avoid Switzerland bring used as a kind of window where Russia could enter into the 
European Union. But still, it will be extraordinarily difficult to impose these sanctions.

And a few footnotes on the kind of sanctions that we are talking about in Europe. I don’t 
know all the legislation in European countries, but in Switzerland, for instance, the 
maximum fine for a violation of the sanction is 1 million Swiss francs [close to US$1.1 
million] plus prison time – a maximum of five years depending on the seriousness of the 
offence. Compared to the American sanctions, these are very limited. And with this and the 
lack of political enthusiasm from certain countries to impose the sanctions, I’m afraid that if 
the crisis worsens, the sanctions will be very difficult to implement. In the end, it may be 
the Americans who will have to impose their own sanctions to the companies in countries 
of Europe, through the 50 per cent control of companies, and so on and do forth. This 
situation is really completely new, so it’s very difficult to predict what will happen.

Charles Steele: What kinds of penalties do the Swiss authorities actually impose against 
violators? I assume it’s less than the maximum.

Marc Henzelin (//globalinvestigationsreview.com/people/wwl/41499/marc-henzelin): 
In the oil-for-food enforcement programme there were a few companies and individuals 
who were prosecuted. In the end, to my knowledge, there were only fines imposed on 
companies, with a maximum of a few millions.

Charles Steele: And Switzerland or other states in the EU, to the extent that you know 
about it, do they exercise extraterritorial jurisdiction in the same way that the US tries to?

Marc Henzelin (//globalinvestigationsreview.com/people/wwl/41499/marc-henzelin): 
The sanctions apply to individuals or companies who are acting on the territory of the 
Union or citizens of the Union or companies that are registered in the Union wherever they 
act. As far as I understand, they have limited extraterritorial jurisdiction as compared with 
the US.

Peter Flanagan: With so many different EU member states applying their own 
enforcement processes, we’ve also seen meaningful differences in interpretation and 
implementation of the evolving EU standards. This is a real challenge for companies that 
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are trying to understand how the EU rules apply in a particular jurisdiction, even within 
Europe. In past sanctions programmes we’ve seen some meaningful differences and the 
standards that apply at a state level. These differences only underscore the importance of 
thinking broadly, on a multinational and multi-jurisdicational basis, in fashioning sanctions 
compliance policies and handling investigations under the sanctions prohibitions.

Barbara Linney: That’s absolutely right. We’ve also talked a little bit today about bringing in 
export controls as part of the arsenal of foreign policy weapons in addition to traditional 
sanctions rules. The export agencies in the US have prosecuted individuals with some 
regularity for their involvement in illegal exports. So it will be interesting to see whether, 
under these new rules targeted at the Ukraine situation, we see prosecutions of individuals 
for violating the export control portions of the sanctions, even if they’re not also 
prosecuted for arguably violating, as part of the same set of circumstances, the OFAC rules.

Charles Steele: Exactly right. Turning to the differences between OFAC and the Justice 
Department, one obvious point is that OFAC is a civil agency; its authorities are civil, not 
criminal, and so OFAC’s tool is what it can impose as a civil monetary penalty. Now, those 
penalties can be very large. OFAC’s had penalties or settlements – and its enforcement 
cases are usually resolved in settlement agreements – in the millions, tens of millions and 
even hundreds of millions of dollars, so they can be very large.

Another point I wanted to make is that the number of cases in which OFAC brings a civil 
enforcement action and the Department of Justice brings a parallel criminal action on the 
basis of the same violations is very small. As a percentage of OFAC’s overall enforcement 
caseload, I’m sure that it’s less than 3 per cent. But those cases tend to be very large, 
involving large international organisations, and can therefore get more attention, perhaps, 
than some of the other cases do.

Also, OFAC violations are strict liability offences. Under the laws, that means there is no 
required showing of any level of intent. Obviously OFAC will treat a wilful violation more 
severely than it will a violation resulting from negligence or good faith mistake, but all of 
those cases are nonetheless violations under a strict liability standard. So, unlike the 
criminal arena where you have to prove some knowledge or wilfulness beyond a 
reasonable doubt, in OFAC, if you commit a violation, it’s a violation, without regard to your 
level of intent.

And second, OFAC, with the exception of the Cuba programme, doesn’t have to go through 
a court or an administrative law judge to bring a penalty action. When you step back and 
think about that, and particularly in light of the severity of OFAC’s penalties, it’s a bit 
surprising.
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What this means in a nutshell is that OFAC is, by analogy, both the prosecutor and the 
judge. That fact, together with the strict liability standard, means that the deck is stacked 
pretty heavily in OFAC’s favour in the enforcement arena. It makes it very difficult for a US 
person or company, or any person or company facing an OFAC enforcement action, to 
challenge the agency. The only way I can think of to mount a challenge is to refuse to pay 
the penalty. At that point the Justice Department would sue civilly for collection of the 
penalty. OFAC will then be out of it; it will go on to the next case and doesn’t have to worry 
about the collection suit, other than perhaps to give some depositions. The targeted party 
would have to either raise an affirmative defence in the suit, or counterclaim, or both, I 
suppose, and would have to meet the very high standard imposed by the US Administrative 
Procedure Act. In short, the challenger would bear the burden of proving that OFAC’s action 
was arbitrary and capricious, and without substantial evidence in the record. That would be 
very hard to do, even in a case where a person might disagree in good faith about OFAC’s 
application of some aspect of its enforcement guidelines, or about the amount of the 
penalty. That’s because OFAC is pretty methodical and develops substantial evidentiary 
records in its enforcement cases. And, US courts give agencies significant deference when 
they are interpreting and applying their regulations, especially in the foreign policy and 
national security areas. Some evidence in support of that proposition is the fact that, to my 
knowledge, OFAC has never been sued, let alone successfully sued, by anybody challenging 
a penalty. It’s been sued under the Freedom of Information Act, for documents, and it’s 
been sued by someone challenging their listing, or OFAC’s refusal to take them off the list, 
but nobody has ever sued them to challenge a penalty.

What this means when you’re a lawyer representing a target is that many of the arguments 
that you can make with a prosecutor in a criminal case to try to convince him or her to 
settle or to walk away are completely off the table. In the US, a government agency in a 
criminal case will have to meet a high burden of proof, can’t be certain of the outcome, and 
is going to have to dedicate lots of resources to a trial. It then has to worry about an appeal, 
expending more resources on appeal, and maybe facing reversal on appeal. Those are all 
reasons why a prosecutor may soften his or her position in a given case. But, all of those 
factors are off the table with OFAC; none of that applies to their authorities. So it’s very one-
sided, and you have to appreciate that going into an OFAC enforcement action.

It puts a premium on doing some advocacy early in the process, because once OFAC has 
gone through the trouble of analysing the case and deciding what it thinks the number 
should be, it’s done 95 per cent of its work, and it may be very difficult to persuade them to 
change their views.

Marc Henzelin (//globalinvestigationsreview.com/people/wwl/41499/marc-henzelin): 
Do you know any examples of foreign companies which were sued or prosecuted by OFAC 
and challenged the imposition?
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Charles Steele: Well, OFAC rarely has to go to the step of actually imposing a penalty – the 
majority of its enforcement cases are resolved with settlement agreements. Several non-US 
banks have done that in the past few years. Also, a Dutch airline service company entered 
into a large settlement with OFAC in the past year.

But no foreign company, to my knowledge, nor any US company, has ever sued OFAC to try 
to challenge an enforcement action. Another thing that people – and especially companies 
under investigation and their lawyers – need to understand about OFAC is that the agency’s 
resources are extremely limited. Again, many people don’t realise this, but unlike the Justice 
Department, which has 93 US attorneys’ offices and about 3,000 assistant US attorneys 
across the country, and many more lawyers at the Justice Department headquarters, OFAC 
is a single agency of about 170 persons. Those 170 perform all of the agency’s functions. 
OFAC has only somewhere between 25 and 30 people dedicated principally to 
enforcement, for all sanctions violations that are on OFAC’s docket. OFAC does not have 
investigators or analysts supporting it, unlike the Justice Department. And even though 
OFAC has authority in its regulations to take certain investigative steps, such as conducting 
depositions and serving interrogatories, they don’t do those things, partly for resource 
reasons.

OFAC therefore has to depend very heavily, much more so than the Justice Department, on 
targets of its investigations responding to subpoenas and then, when they’re cooperating, 
providing OFAC with information. So a company or entity that finds itself under 
investigation by OFAC and wants to try to resolve the matter as quickly as it can has to be 
all-in, and has to cooperate completely and be proactive in providing information and 
highly responsive to requests from OFAC. You are not required by law to do that, but if you 
don’t do it, you can safely assume that it’s going to take a very long time for OFAC to resolve 
that investigation. In fact, it can often take a long time even when the target does 
proactively cooperate. But without proactive cooperation, it has routinely taken OFAC 
several years to finally resolve enforcement cases.

This is because OFAC’s methodology for determining whether or not to pursue a penalty 
and, if so, what the amount of the penalty or settlement should be, is very fact-intensive. 
OFAC’s guidelines are published on its website and you can see from a quick look that it’s a 
very thorough, fact-intensive analysis, which takes time, And the larger the case – for 
example, if there are dozens or hundreds or a few thousand transactions – the more 
factual analysis that OFAC needs to do, and the amount of time it takes to resolve the case 
goes up.

Also, in my experience even many DoJ prosecutors can’t quite seem to grasp the way OFAC 
applies its guidelines and calculates its penalties. There are 11 general factors and OFAC 
applies all of them, or at least looks at all of them, in every case, and tries to be consistent 
with past cases. It’s a very methodical process, much more so than even the Justice 
Department’s process for determining amounts of fines in criminal cases.
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GIR: Is there any corporation or coordination between OFAC and non-US authorities?

Charles Steele: There has only rarely been a need for such coordination in the 
enforcement context – occasionally, for example, when OFAC needs to seek information 
from a non-US authority, or vice versa. In those situations, there is good cooperation, And 
there is certainly extensive cooperation in the policy and designation contexts.

Nicolas Bourtin: The only one I can think of is ABN AMRO, which in 2005 settled the 
regulatory piece of its sanctions case, and the Dutch Central Bank was also a party to that 
settlement , so there would have been some coordination with OFAC and the US Federal 
Reserve Board and New York State and all the other parties.

Peter Flanagan: There are also a significant differences in the enforcement practices and 
authorities across the various US trade control agencies. For instance, the Commerce 
Department has different tools, different resources, different investigatory field offices at 
its disposal in ways that OFAC does not. As a result of different practices, fact gathering in 
enforcmement proceedings has sometimes been more burdensome at OFAC, given the 
volume and nature of the transactions that have been scrutinised. There are also different 
administrative processes and judicial review standards as well, frankly, for the Commerce 
Department.

Nicolas Bourtin: I’ve also found OFAC’s penalty calculation formula to be challenging. It 
has a number of factors to be applied, and it has this appearance of being very formulaic 
and mathematical. Is it egregious or not egregious? Is it self-reported or not self-reported? 
That generates a base penalty number, from which OFAC will then give you a discount for 
cooperation and other factors. But the level of discount is not set, and in the end, it really 
comes down to discretion on the part of OFAC after all, even after you’ve gone through a 
multi-step numerical penalty calculation.

Charles Steele: That’s a fair characterisation. The process involves the application of 
several factors, many of which may have some degree of objectivity, but almost all of them, 
in fact, involve application of discretion, and are therefore somewhat subjective. OFAC does 
try to be consistent from case to case in how it applies the factors, including in determining 
the percentage amounts by which it mitigates or aggravates the base penalty, but you can 
still find some disparities. There’s no question that there is some subjectivity in the process.
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